
 

 

 

Get a 30 Day FREE Trial agreed today! 

Cloud4 backup solution:   

CLOUD4 offers you a complete internet based backup and disaster recovery solution with no long 
term contract and you only pay each month for the actual data you back up!  

 
Some of the benefits of our backup service: 
 

o Easy to use friendly interface where you can amend your schedule as required. 
o Daily email confirmation to give you peace of mind what has been backed up and when. 
o Forget any high investments in expensive backup software, tapes, tape streamers and of course your 

time to ensure your data is actually backed up. 
o MS Exchange server and Lotus Notes is supported (hot backup). 
o Your back up process is completely automated; you choose what you want backed up and when. and 

your data is backed up and stored safely in two secure offsite data centres from where you can access 
your data backup 24-hours a day, 7 days per week. 

o Easy to reinstate your data in the worst ever scenario of a data disaster. 
o You can easily select files for backup by indicating the type of file for which you would like to make a 

backup, such as *.doc or *.xls 
o Only amendments or new files are transferred to the server as a result of using incremental backups. 
o MySQL, Microsoft SQL Server and Oracle databases (from 8i upwards) are supported (hot backup). 
o You can access and use your backup data at any time and from anywhere through a standard internet 

browser. 
o All backup data is checked and validated before being stored by means of CRC (Cyclic Redundancy 

Check). 
o Even deleted files can be repaired and you can choose from different earlier versions. 
o Our backup service can be used with Windows, MAC OS X, Linux as well as several other platforms, 

such as Sun Solaris and Novell Netware. 
o Free one month’s maximum 20gb trial to ensure you are happy with our service. 

 



 

 

Causes of Lost Data: 
 

 
 
70% of Businesses That Suffer A Major Data Loss Are Out of Business Within 18 Months. 
Source DTI 
 
 

Further Technical Information: 
 
• Point-to-point SSL communication between server and client 
• Supports HTTP/HTTPS Proxy and Socks v4/v5 firewall 
• The data is 128-bit encrypted and stored 
• Each backup user can restrict online access to his files to a pre-defined list of IP addresses 
• A random initialization vector and iteration counter are generated automatically during encryption 
• Choice of different encryption algorithms, e.g. TwoFish, Triple DES, Advanced Encryption Standard (AES) 
• Choice of different encryption modes, e.g. Electronic Cook Book (ECB) en Cipher Block Chaining (CBC). 
 

 

 

 

 

            
            
            
            
            
              
The Cloud4 backup solution has achieved ISO 9001:2000 status and BS7799 certification, the data centres are 
heavily protected against infiltration, fire and power outage. BS7799 is a recognised industry standard for 
benchmarking Information Security Management Systems within an organization. This reflects Cloud4s drive 
to ensure we adhere to these guidelines and can give you peace of mind about security and over and above 
industry standard regulations which we constantly strive for. 

 



 

 

 
Security Policies 
 
CLOUD4 ensure Security is of the highest standard and your data is sent compressed and 
Encrypted via a SSL connection to our highly secure data centres where it is safely stored and replicated to two 
different locations. 
 
To establish the secure online internet connection Cloud4 use a SSL connection (Secure Socket Layer). This 
protocol is very similar to the one that many banks use within the UK for online banking making it impossible 
for anyone to decrypt and access your data. 
 

 

 

System requirements 
 
The only requirements to use Cloud4 offsite backup services are: 
 
• Broadband internet connection 
• Minimum 30 MB free space on your hard disk 
• Minimum 128 MB memory 
• Your requirement to have a guaranteed peace of mind backup solution in place for your entire network 


